Tricks, Traps and Toys on Your PC

Today I’m going to talk about the PC on your desk at work and at home.  

Some of what I’m going to talk about may sound scary.  Viruses, spyware, Trojan horse software – it’s enough to make you afraid to turn your computer on these days.  

I’m also going to talk about fun stuff.  We’ll look at some tools and tricks to help you with your daily computing.  The things I’m going to talk about come from my own PC use and research.  When I’m not working on client PC’s and networks, I’m often sitting in front of my PC pursuing my hobbies.  

Hopefully you’ll come away with some useful information, an idea or two to make your PC use a little safer, more efficient and more fun.

You all have a handout that outlines what we’ll discuss.  We’ll be using a lot of terms, program names, web sites to visit, etc.  To save you a lot of note taking, and save me a lot of spelling, I’ve put all of this information on our web site.  Our web site is spelled out in the handout.  There is a page called “Tricks, Traps and Toys for CAI”.

You’ve all seen the disclaimers that come with any software you install. Well here is my disclaimer.  What you are about to hear, read or see at our web site is intended for general use and discussion.  It is not a specific diagnosis of your computer or specific advice for you.  People sometimes injure themselves on garden or shop tools.  Computer tools can also turn on you by being used inappropriately or incorrectly, or in the wrong situation.  Backup before experimenting and be careful!

I can’t give you specific advice without looking at your exact situation.  I can share with you what I tell my friends and family to help them get a better result from their computers.
Firewall

Let’s pretend. It’s 2 AM.  It’s a clear, quiet night.  A car drives slowly down a sleepy street.  Wait, it’s the street where you live!  A burglar drives the car and looks from house to house.  He’s looking for an easy target.  He’s nearing your house.  He passes your neighbor, and right where your house should be, he sees an empty lot.  Your house is behind a cloak of invisibility.

Would you like your computer to be invisible to the outside world?  A hardware firewall (also called perimeter firewall) puts your computer behind an invisible shield.  Hackers are scanning the Internet looking for PC’s with open ports.  When they find one, they can come in and look around.  A hardware firewall effectively makes your PC invisible to the outside world and the hackers pass on by.  A good router can include a good firewall.

Let’s go back to our story about your house and the burglar.  This time you forgot to close your garage door.  The burglar cruises down your street and he sees the open garage, and says “Aha, a target of opportunity”!  You broke your cloak of invisibility when you left the door open.

Now, you are sitting at your computer.  You are behind a firewall, behind a cloak of invisibility.  All is well.  Then you break the invisible shield.  You go out on the Internet and start surfing.  The firewall is still blocking the bad guys from finding your computer and walking in on you.  However, when you open your browser you open a door.  Each step you take now leaves you vulnerable to an array of nuisances and booby traps.  Depending on where you step, you may let in: pop-up windows, virus, adware, spyware and malware.
Test your Internet visibility.  Symantec will probe your PC, with your permission, and advise you if you have any vulnerability.  Go to Symantec.com and select “Symantec Security Check”, and then select Start for “Security Scan”.  A clean scan indicates an effective firewall is in place.  If the scan shows vulnerability, you may have a big sign on your front lawn that says, “Come on in.  Help yourself”!

Spyware

Spyware is parasite software. It is part of a family of Internet villains, which also includes adware and malware.  Essentially it is software installed on your computer, over the Internet, but without your informed consent, that at a minimum collects and sends data, and at its worse cripples your PC.  It is similar to a Trojan horse in that it sneaks in on the coat tails of something you invite in to your computer – a file or a program.  Since you invite it in, it slides right past your firewall, completely untouched.

You can pick up spyware in a number of ways:

· Installing Peer-to-Peer file sharing software (e.g. Napster, Kazaa). Check out the fine print!

· Downloading files (e.g. music, games).

· Installing “free” software.

· Email attachments

· Clicking on pop-up ads, even inadvertently (e.g. when you try to close, or say no, you may open a door).

· Browsing, especially adult sites.

· Running fake spy removal and spyware scanning offers (e.g. Spy Wiper and Spy Deleter).  They may even jump on you as you are searching for spyware removal tools.

· Have you ever had a window pop-up tell you that you have (or may have) spyware on your PC?  The pop-up offers to scan or fix your PC.  Don’t fall for it!

Spyware has a range of effects on your computing:

· Sends out information on your computing habits

· Steals your passwords, identity, and credit card info

· Bombards you with advertising (e.g. pop-ups)

· Hijacks your browser and changes your Home page, or search toolbars

· Opens a hacker port on your computer (and thus bypasses your firewall)

· Ties up your system resources and make your PC sluggish

· Crashes or even cripples your PC

What to do – Since all spyware comes in to your computer as a result of an action you take, the best defense is to be careful where you surf, what you click, and what you say yes (or no) to.  Be careful what buttons you punch on a strange pop-up or web page.  The best choice is the X in the upper right corner.  Use reliable and reputable tools such as Spybot and Adaware.  However, be aware that no one program finds or removes all of the bad guys.  Assuming you have a clean machine (and it’s doubtful that many of you do), then running these two programs periodically will handle most parasites that get in even, if you are careful when you surf.

Everybody has some adware on his or her computer, some more than others.  When I scan a PC, I’ll typically find 10, 20 or 50 instances, and often find over 100.  This summer a client brought in his home computer to the office and asked me to look at it.  His six children shared the home computer.  It had gotten very slow, took forever to start up, and froze when using the Internet.  I checked it out and found and removed over 1,900 instances of spyware on that poor PC.  

A note of caution, removing spyware is similar to removing viruses.  Most are easy, but some are very tricky.  If the item is simply attached, then it might be a matter of deleting a cookie or other file.

What is a cookie?  A cookie is a file that a web site stores on your PC, with your consent, that makes navigating that site easier for you.  Those are good cookies.  The parasites may leave cookies that do more than you expect or agree to.  Those are bad cookies!

If the parasite is deeply attached, the registry, multiple files, randomly named files, and disabled Windows functions may be involved.   If you don’t get all pieces of the parasite, you may find that after your reboot, that the clever devil has recreated itself! 
Phishing

We’ve all heard stories of identity theft.  An elderly couple in Sun City are conned out of their life savings.  A young professional in Scottsdale discovers that somebody has run up $10,000 in purchases on her credit card.  A couple in Phoenix applies for a mortgage and finds that an imposter has trashed their credit rating.

How is this done?  A telephone solicitor gets somebody to “confirm” his or her social security number or bank account number, so the person called can win a prize, or stop a “thief”.  A mailbox is forced open, and bills are ripped open to yield account and other personal information.  It’s no surprise that enterprising identity thieves are turning to the computer and the Internet as a burglary tool.

What is Phishing? This is from the web site of the Anti-Phishing Working Group

”Phishing attacks use 'spoofed' e-mails and fraudulent websites designed to fool recipients into divulging personal financial data such as credit card numbers, account usernames and passwords, social security numbers, etc. By hijacking the trusted brands of well-known banks, online retailers and credit card companies, phishers are able to convince up to 5% of recipients to respond to them.”

Here is how the “come-on” works.  You get an email that (looks like it) comes from Ebay or Wells Fargo.  The email tells you that there has been a break-in and some accounts may have been compromised.  You need to reply to this email, and confirm your (pick one): social security number, account number, pin number, etc.  The reply address, or web site link, appears to confirm the source as legitimate.  If you are the one-in-twenty that are inclined to respond, you are hooked!  You’ve just invited somebody into your account.

The Anti-Phishing Working Group has links to useful information for the consumer:

· How to Avoid Phishing Scams
· What To Do If You've Given Out Your Personal Financial Information 

If you call the bank, it is reasonable for them to want to confirm that you are, who you say you are.  No reputable organization is going to anonymously ask you to confirm your personal information – by mail, by phone, or by email.  When they are phishing, don’t bite!
Magnify

Light a little dim?  Leave your glasses on the bus?  Need just a little more detail?  Try a PC magnifying glass.
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The program shows a magnifying glass lens that follows the mouse movement. You can
move the lens around the screen to view magnification of any screen area. To close the
lens, click the left mouse button

Virtual Magnifying Glass also adds it's own taskbar icon. Left-click on the icon offers a
shorteut for launching the lens again.
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Find Virtual Magnifying Glass at Source Forge.

File too big for Email?

Most Email systems won’t send or receive files of 1 MB or larger.  Even if you have a provider that will allow you to send a larger file, the person on the other end may not be able to receive it.  What to do?

There are Internet services that help you get a large file to another person’s PC.  One such service, YouSendIt, will help you transfer a file up to 1 Gigabyte in size!
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	Enter the Email Address.

Browse your PC and select the file to send.

Enter your Email address, and a message.

Click the Send It button.

The file is transferred from your PC to the YouSendIt server.  Your recipient gets an Email from YouSendIt with a link.  The recipient clicks the link and downloads the file to their PC.


A large file can take a long time to upload and download, even with a high-speed connection.  Be prepared to click Send It, and do something else till the transfer is complete.

Viewers and Readers

Ever get a file that you can’t read?  Do you find it difficult out pick out a special font?

There are specialty readers and viewers to help with these chores.

Free & Easy Font Viewer will show you what your installed fonts look like.
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· Adobe Reader allows you to read, save and print PDF files.

· For the rare individual that doesn’t have Microsoft Word on their PC, this Word Viewer allows them to read a doc file.

· Not every body has Excel, but everybody can look at an Excel chart with this Excel Viewer.

· Play my PowerPoint presentation, with this PowerPoint Viewer.

These viewers are free.  There are more elaborate programs that handle multiple file formats.

Frame and Capture (Print Screen)

There are many screen capture, and print-screen utilities.  Not saying this is the best, but the one I use is called PrintKey.  When I picked it up it was freeware – free to use at home or business.  It is sold by the author, as PrintKey-Pro, with enhanced graphic editing features.  There are links to unsupported freeware copies of the program.

Below is a screen shot of the last freeware version.  It was clipped using PrintKey, saved to the clipboard, then pasted to this page.
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You can select all, or any part of the screen and either: save it to the clipboard, save it to a disk, or print it.

Go to the author’s web page for the Pro version. 

You can search for links to freeware copies; use Google and search

for: “printkey” “freeware”

Another screen capture program that is widely used is Snagit, by TechSmith.

Quick Opinions

We could take any topic, say “search engines”, and spend a half hour discussing the fine points.  Following are some quick and personal opinions about a number of computer related issues and products.  One opinion does not fit all situations.  Given additional information, I might well make a different recommendation, but in general:

Search engine – Google is not only the biggest it’s most generally effective searcher.  Stay away from other add-in toolbars.

Pop-up blocker – when I bother to turn it on, I use the one built into the Google toolbar.

Brand names – it is popular to trash the market leaders like Microsoft and Symantec.  Many people enjoy seeking the more obscure choice in hardware and software, because it is often cheaper and or better in some ways.  Keep in mind that you may give up something in stability, support, durability, or continuity.  Bigger isn’t always better, but it’s usually not worse.

Antivirus software – I generally use Symantec (Norton) in personal and corporate configurations.  No AV program can claim to catch everything, all the time.  Symantec software is sometimes bloated, and occasionally doesn’t play well with others. But, day in and day out this is a secure choice.

Firewall software – A hardware firewall blocks attacks from the outside, or inbound traffic.  A software firewall monitors inbound and outbound traffic.  Software firewalls can be a little tricky to set up and manage, and can be inadvertently defeated by the user.  When I need one I use ZoneAlarm.  When I run in to Symantec Personal Firewall, I generally recommend removing it.

Computer manufacturers – I generally recommend Dell and HP (Compaq).  Good products, good service and support and enough market presence to feel that this will continue.  If it’s a smoking deal, there is nothing wrong with buying another well-known brand for home use.  I stay away from clones because I’ve found that over time you can pay back any initial savings.

Adult site and other filtering – While most large organizations control Internet access, most small organizations and home users don’t bother.  It’s not necessarily expensive, or restrictive to use surfing filters.  Adult sites might lead to more than embarrassment; they could lead to business complications, and PC problems.  Some filtering packages offer other security benefits, such as pop-up, and security setting controls.

One of our clients, the senior partner in a Wall Street law firm, walked past an associate’s desk and caught a glimpse of something on the PC screen.  It was an embarrassing moment for the associate.  The partner thought about how embarrassing it would be if he had a client with him when this occurred.  We researched surfing filters and found a good, cost effective solution in FilterGate.

Backup – everybody should and many people don’t.  Sometimes an organizations server is backed up (not necessarily reliably), yet individual files are not.  Tape backups have always been problematical.  Tapes don’t get rotated; tape writing fails; when you go to the back up tape to retrieve something, you sometimes get an unpleasant surprise – no data!  Do you know if your tapes are any good?  Hard drive backup is often easier, more reliable, and relatively painless.  Hard drive costs have dropped dramatically.  A spare hard drive and software to automatically clone key files can give you a reliable backup that is manageable.

Email – once your email address gets on to emailing lists, the spam can bombard you.  If certain viruses hit somebody who has your email address in their address book, email virus attacks can assault you.  It’s helpful to have one or more “casual” email addresses to give out in non-business situations, or cases where you aren’t sure whom you are corresponding with.  Hotmail and Yahoo offer free accounts.  Google has a new system called Gmail, which is in Beta test.

Messengers are not Chat rooms – we’ve all heard stories about on-line chat rooms, some of them very scary.  Messenger connections, like MSN messenger and Yahoo Messenger, can be very useful.  You know whom you are linking up with for a messenger chat.  It allows you to exchange a quick message with people in your life that are also on-line a lot.  Some businesses use it for quick communications between team members, peers, etc. within the office network.

Hard to connect locations – do you have an office or building that is difficult to connect using wiring?  Consider a wireless connection.  If the distance is too great for wireless, consider making a Virtual Private Network (VPN) and using the Internet to privately connect two office points.  A residential community with multiple gated entrances needed a better way to electronically connect the gates to share a common database of residents and allowed guests.  Because of the distances and community layout, a modern wired connection was not cost effective.  We created a VPN and used the Internet to give us a secure, high-speed connection.

Remote connection to the office – wish you could get at the office computer over the weekend to avoid the trip?  Have an employee that needs to operate from home temporarily?  Consider using a service like GoToMyPC (easy to setup but a monthly fee) or Symantec’s PCAnywhere (a little more involved to setup but a one time cost).

Spam – Do you get unwanted Email?  Are you concerned about virus carriers in your email?  There are several approaches:

· Rules in your email client that looks for key words and filter messages (not very helpful).

· Spam blocking software that reads the message and tries to decide if it’s spam or not (better, but the spammers keep changing their approach).  ISP’s and mail services offer spam blockers.  However, the results vary dramatically.  A burst of spam gets through to you because the spammers develop new tricks.

· Spam blocking software that uses a white list approach to block mail from unknown senders (best).  Rather than try to identify undesirable mail, a white list approach looks at the sender’s address.  If it is somebody you know and allow, the message goes to your inbox.  If it is from somebody you don’t know (not on your white list), the message goes into quarantine.  The system is easy to manage and consistently reliable.  We use Qurb.

Updates – you are keeping your operating system software, virus definitions, and spyware lists up to date aren’t you?
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